
Improving EMS Reliability  

Patch Management 



How Patching Contributes to Reliability 

 What does a software bug look like? 

 64-bit to 16-bit conversion: Ariane 5. 

 Monitoring software failure: 2003 Blackout. 

 2b/1h Loss of monitoring or control for 30 minutes or more. 

 There is a positive correlation between system reliability and patching. 

 Vulnerable systems can be exploited. 

 Time between vulnerability discovery and exploit can be mere hours. 

 Systems are most vulnerable in the days following a patch release. 
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http://www.youtube.com/watch?feature=player_detailpage&v=gp_D8r-2hwk


EMS Outages - Contributing Causes 
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Elements for Patching Workflow 

 Inventory of IT resources 

 What hardware, firmware, OS and applications are used. 

 Monitor sources for vulnerability and patch announcements. 

 Check for vendor approvals. 

 Evaluate and prioritize patches and mitigation steps. 

 Test patches and ideally test back-out plans. 

 Notify business & server owners prior to patching. 

 Coordinate patching of critical systems. 

 Deploy patches or mitigation steps. 

 Verify remediation through network scanning. 

 Security Compliance scanning.  

 Evidence collection (takes place throughout). 
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Patch Notification and Download 

 Shavlik Protect for Windows and common off-the-shelf (COTS) applications. 

 Red Hat Satellite for Linux systems and COTS. 

 Download from DMZ server to vendor using SSL. 

 Transfer to internal servers for distribution. 

 Generate list for review. 

 

 Control Systems and Firmware. 

 Ticket to equipment owners to check for updates. 

 Owner may check vendor website or other sources. 
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Patch & Vulnerability Group (PVG) 

 Duke PVG meets every two weeks to review patches. 

 Firmware and ICA owners receive tickets monthly to check for security updates. 

 All available patches are brought up for review.  

 Business/application owners are brought in if patches affect their area. 

 Patches are reviewed for risk based on criticality of system.  

 Vendor approvals are obtained if needed. 

 Decision to deploy or mitigate is not always clear cut. 

 Approved patches are placed in the next patch cycle. 

6 



Create Patch Tickets 

 Patch management workflow for each patch cycle. 

 QA 

 Dev 

 Contingency 

 Production 

 Script runs against asset database to generate list of assets to patch and creates tickets. 
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Notification of Patching Email 

 Download list of assets from asset database 

 Asset database tracks patch groups 

 Copy user IDs to recipient field 

 Copy Distribution list 

 Email notification 
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Scan Servers and Deploy Patches 

 Script output is compared to asset groups in Shavlik Protect. 

 Add/remove as necessary. 

 Confirm that Domain Controllers and Citrix Servers are in their own machine group. 

 Domain controllers are patched & rebooted one at a time. 

 Citrix servers are patched and rebooted after Citrix team disables logins and ensures no users are on the 
system. 

 All other machine groups are scanned using a standard template. 

 Shavlik produces a list of all needed patches. 

 Confirm that all patches have been downloaded. 

 Select patches to be deployed and select NO REBOOT. 

 Before clicking “Deploy” make sure no server owners have issued an abort command; make sure there 
are no work freezes in place. Deploy. 

 Check deployment summary and troubleshoot any issues. 

 Change status of ticket.  

 Ticketing system will generate a ticket for each server and assign it to the server owner. 9 



Post Patch Procedures 

 Server owners must reboot and test systems; close tickets. 

 Ticketing system reassigns the ticket to patch team with a status of “1st reboot done.” 

 Rescan devices 

 Verify that patches were applied. 

 If no additional patches are required, close ticket. 

 If additional patches are required repeat procedure until all reboots/patches are complete. 

 Close ticket. 

 Ticket is moved to Security Compliance & Oversight team. 

 Patched systems are scanned for ports and services. 

 Any changes from previous baseline are investigated. 
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Problem Recovery 

 If a patch causes problems it is backed out. 

 If back out is not possible, use backup or DR plan to restore. 

 Know how long restore will take for each machine. 

 Work with business to make sure restore time is acceptable. 

 Discontinue deploying problematic patch and implement mitigation steps. 
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How to Mitigate 

 If a patch is backed out or not available (for example if a vendor did not certify it) you must 
mitigate the risk of not applying the patch. 

 Adjust application or security controls to block attack vectors. 

 Remove application if it is not necessary. 

 Increase monitoring of systems/network. 

 Utilize IDS to watch for attack vectors. 

 Monitor CPU/network for increased activity against baseline. 
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Important Take-Aways 

 Have a systematic, documented process for deploying patches. 

 Proactively managing vulnerabilities is easier than responding to exploits. 

 Use risk based analysis to prioritize patches. 

 Work with business/server owners. 

 Use a phased deployment approach and test thoroughly at each phase. 

 Have a back-out plan 

 Document everything. 

 Utilize metrics to improve your program over time. 
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